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1. Introduction

The Kerberos plugin adds Kerberos single sign-on support to a Grails application that uses Spring Security. It
depends on the Spring Security Core plugin.

Once you have configured a Kerberos server (typically Microsoft Active Directory or MIT Kerberos) and have
configured your Grails application(s) as clients, users who are have authenticated at the Kerberos server will be
automatically authenticated as a user of your application(s) without requiring a password.

1.1 History
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2. Usage

Configuring your Kerberos server is beyond the scope of this document. There are severa
options and thiswill most likely be done by IT staff. It's assumed here that you already have a
running Kerberos server.

The plugin uses the K erberos/ SPNEGO Spring Security extension and the most relevant information about it can be
found in this blog post.

There isn't much that you need to do in your application to be a Kerberos client. Just install this plugin, and configure
the two required parameters and whatever optional parameters you want in Conf i g. gr oovy. These are described
in detail in Chapter 3 but typically you only need to set these properties

grails.plugins.springsecurity. kerberos.ticketValidator.servicePrincipal =
' HTTP/ ker ber os. ser ver . nanme @ERBERCS. DOVAI N'

grails.plugins.springsecurity. kerberos.ticketValidator. keyTabLocation =
"file:///path/to/your.keytab'

User DetailsService

Currently the only information that is retrieved from Kerberos is the username (plus the authentication status of
course) so you'll need to have user and role data in your database corresponding to Kerberos users. Since you'll be
authenticating externally you can either remove the password field from the user class and use a custom

User Det ai | sSer vi ce or just store dummy values in the password column to satisfy the not-null constraint.


http://static.springsource.org/spring-security/site/extensions.html
http://blog.springsource.com/2009/09/28/spring-security-kerberos/

3. Configuration

There are afew configuration options for the Kerberos plugin.
The plugin uses the Kerberos/SPNEGO Spring Security extension and the most relevant information about it can be
found in this blog post.

All of these property overrides must be specified in
grail s-app/ conf/ Confi g. groovy using the
grails. plugins. springsecurity suffix, for example

grails. plugins.springsecurity.kerberos. debug = true

There are two required properties:

Name Default M eaning

none,  theweb application service principal, e.g.

kerberos.ticketV alidator.servicePrincipa required HTTP/ wwy. exanpl e. com@XAVPLE. OOM

the URL to the location of the keytab file containing the

kerberos.ticketValidator.keyTablL ocation ponj‘i’r od service principal's credentials, e.g.
& file:///etclhttp-web. keytab

and three optiona properties:
Name Default M eaning

The location of the Kerberos config file. Leave unset to use the default
kerberos.configL ocation nul |  location (e.g./ et c/ kr b5. conf,c: wi nntkrb5.ini,

/ et c/ kr b5/ kr b5. conf)
kerberos.debug fal se iftrue enablesdebug logs from the Sun Kerberos Implementation

kerberos.ticketValidator.debug f al se if t r ue enablesticket validator debug messages
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